Report of Vulnerabilities in Benchmark

Tipos de

Vulnerabilidades Descrlgao
INIT Initialization
CAST Cast
PVAL Parameter Validation
BUFFER Buffer Overflow or Underflow
FORMAT Format String
BOUND Array out of bound
INTEGER Integer Overflow or Underflow
ZERO Division by Zero
LOOP Infinite Cycle
RET Return Values
MEM Memory Management
FILA File Access
LEAST Least Privileges
RANDOM Weak Number by Generation

Linhas a preto -- sdo vulnerabilidades

Linhas a vermelho -- sdo falsos alertas

o Linha da vul. no
Vulnerabilidades teste Crystal Deputy | Flawfinder | 1TS4 MOPS Pscan RATS | Sparse UNO
INIT 88 X
INIT 90 X
FORMAT 91 X
INIT 97 X
FORMAT 99 X
INIT 99 X
MEM 100 X
FORMAT 102 X
INIT 109 X




CAST

112

INIT 112
FORMAT 113 X
FORMAT 115 X
LOOP 117
FORMAT 118 X
FORMAT 121
PVAL 121 X
MEM 122
BUFFER 123 X
FORMAT 124 X X X X
INIT 127 X
INIT 128 X
BUFFER 129 X
INIT 129
PVAL 132 X
FORMAT 133 X X X X
INIT 137
MEM 137 X
BUFFER 138 X
CAST 153
CAST 170
PVAL 174 X
CAST 175
FORMAT 177 X
MEM 198 X
MEM 199 X
MEM 200 X
MEM 201 X
BUFFER 204 X
RET 204
BUFFER 207 X X X X
BUFFER 208 X X X
BUFFER 209 X X X X
BUFFER 210 X X X X
FORMAT 213 X X X




FORMAT 214 X X X
FORMAT 215 X X X X
FORMAT 216 X X X X
FORMAT 217 X X X X
FORMAT 220 X X
FORMAT 221 X X
FORMAT 222 X X X X
FORMAT 223 X X X X
MEM 231 X
MEM 232 X
MEM 233 X
MEM 234 X
MEM 235 X
BUFFER 237 X X X X
BUFFER 238 X
RET 238
BUFFER 239 X
RET 239
BUFFER 240 X
RET 240
BUFFER 242 X X X
BUFFER 243 X X X
BUFFER 244 X X X X
MEM 248 X
BUFFER 249 X
RET 249
BUFFER 250 X X X X
PVAL 257 X
BUFFER 258 X
MEM 259
BUFFER 261 X X
BOUND 262
FORMAT 262 X
PVAL 265 X
BUFFER 266 X
MEM 267




BUFFER 269 X X
FORMAT 271 X
BUFFER 283 X X
BUFFER 284 X X
INTEGER 285
INTEGER 286
MEM 295 X
BUFFER 296 X
RET 296
BUFFER 300 X
CAST 300 X
BUFFER 301 X
BUFFER 323 X X
BUFFER 324 X X
ZERO 325
BUFFER 330 X X
BUFFER 331 X X
FORMAT 343 X X X
FORMAT 344 X X X
MEM 348 X
BUFFER 349 X
FORMAT 350 X X X
FORMAT 351 X
FORMAT 353 X
FORMAT 359 X
MEM 364 X
BUFFER 365 X X
INIT 365
LEAST 366 X X
BUFFER 367
LEAST 367
LEAST 368 X X
FORMAT 369 X X X
FORMAT 370 X
FORMAT 371 X
FORMAT 372 X




MEM 378 X
MEM 379 X
FORMAT 386 X
BOUND 388
FORMAT 389 X
MEM 397 X
MEM 398 X
BUFFER 402 X X X
BUFFER 403 X X X
BUFFER 405 X X X
BUFFER 406 X X
BUFFER 407 X X
BUFFER 408 X X
BUFFER 409 X X
BUFFER 410 X X
BUFFER 411 X X
BUFFER 414 X
BUFFER 415 X
BUFFER 417 X X X
BUFFER 418 X X X
BOUND 419 X X
BUFFER 420 X X X
BUFFER 423 X
BUFFER 424 X
BOUND 426 X X
BUFFER 426 X X
BOUND 427 X X
BUFFER 427 X X
BOUND 428 X X
BUFFER 428 X X
BOUND 429 X X
BOUND 430 X X
BUFFER 430 X X
MEM 434 X
BOUND 437
INTEGER 438




MEM 443
BOUND 446
BUFFER 447
MEM 451
BOUND 452 X
MEM 456
BUFFER 459
RET 459 X
BUFFER 462
BOUND 474 X
FORMAT 475
BOUND 476 X
FORMAT 477
FORMAT 479
LOOP 485
BUFFER 487
BOUND 498 X
BOUND 499 X
BOUND 500 X
BOUND 501
RANDOM 501
BOUND 506 X
BOUND 507 X
BOUND 508 X
BUFFER 509
RANDOM 509
BOUND 513
BOUND 514
BOUND 515
BOUND 516
RANDOM 516
BUFFER 521
BUFFER 522
BUFFER 523
BUFFER 524
RANDOM 524




BOUND 538 X
BOUND 539 X
BOUND 540 X
BOUND 541

RANDOM 541
BOUND 546 X
BOUND 547 X
BOUND 548 X
BUFFER 549

RANDOM 549
BOUND 553
BOUND 554
BOUND 555
BOUND 556

RANDOM 556

BUFFER 561

BUFFER 562

BUFFER 563

BUFFER 564

RANDOM 564

INTEGER 611

INTEGER 612

INTEGER 613

INTEGER 614

INTEGER 616

INTEGER 617

INTEGER 618

INTEGER 619

INTEGER 632

INTEGER 633

INTEGER 634

INTEGER 635

INTEGER 637

INTEGER 638

INTEGER 639

INTEGER 640




INTEGER 656
INTEGER 657
INTEGER 658
INTEGER 659
INTEGER 661
INTEGER 662
INTEGER 663
INTEGER 664
INTEGER 677
INTEGER 678
INTEGER 679
INTEGER 680
INTEGER 682
INTEGER 683
INTEGER 684
INTEGER 685
INTEGER 706
INTEGER 707
INTEGER 708
INTEGER 709
INTEGER 716
INTEGER 717
INTEGER 718
INTEGER 719
MEM 726
LOOP 729
BOUND 730
BOUND 731
MEM 737
LOOP 740
BOUND 741
BOUND 742
MEM 750
LOOP 753
BUFFER 754
BOUND 775




LOOP 775
FORMAT 776
ZERO 789
ZERO 799
INIT 811
INIT 812
LOOP 812
FORMAT 813
LOOP 820
INTEGER 821
INTEGER 822
LOOP 830
RET 844
BUFFER 846
CAST 847
FORMAT 853
FORMAT 878
BOUND 880
FORMAT 880
LOOP 900
RET 900
INTEGER 901
FORMAT 902
BOUND 913
FORMAT 913
MEM 917
MEM 926
MEM 928
INIT 930
MEM 933
BOUND 935
FORMAT 935
FORMAT 936
INIT 945
FORMAT 953
INIT 953




BUFFER 961
RET 961
FORMAT 962
FORMAT 964
MEM 964
FORMAT 973
MEM 974
MEM 975
MEM 981
INIT 982
BUFFER 984
RET 984
FORMAT 986
BUFFER 988
RET 988
INIT 989
LOOP 989
FORMAT 991
MEM 991
FORMAT 992
MEM 994
MEM 1012 X
MEM 1015 X
MEM 1016 X
MEM 1025
MEM 1029
MEM 1035
INIT 1038
INIT 1042
MEM 1048
MEM 1050
MEM 1051
MEM 1053
MEM 1054
MEM 1055
MEM 1084




MEM 1085
MEM 1086
MEM 1093 X
MEM 1105 X
MEM 1106 X
MEM 1107 X
MEM 1114 X
MEM 1115 X
MEM 1138 X
MEM 1139 X
BUFFER 1140 X
RET 1140
BUFFER 1141 X X X
MEM 1145 X
MEM 1146 X
BUFFER 1147 X
RET 1147
BUFFER 1148 X X
MEM 1152 X
BUFFER 1153 X X X X
MEM 1157 X
BUFFER 1158 X
RET 1158
FILA 1185 X X
BUFFER 1186 X X X
RET 1186
FILA 1197 X X
BUFFER 1199 X X X
RET 1199
FILA 1205
PVAL 1205 X
FILA 1207 X X X X
FILA 1208 X X X X
FILA 1214 X X X X
FILA 1225 X X
FILA 1226 X




FILA 1227 X
FILA 1242 X X
FILA 1243 X
FILA 1244 X
BUFFER 1246 X X X
RET 1246
FILA 1250 X
MEM 1260 X
FILA 1263 X X
FILA 1265 X X
FILA 1268 X
BUFFER 1270 X X X
RET 1270
FILA 1289 X X
FILA 1290 X X
BUFFER 1292 X X X
RET 1292
FILA 1304 X X
FILA 1305 X
BUFFER 1307 X X X
RET 1307
FILA 1319 X X X
FILA 1320 X
RET 1320
FILA 1333 X
FILA 1334 X X X
RET 1334
INIT 1349
FILA 1350 X X X
BUFFER 1353 X X X
INIT 1353
FILA 1354 X X
INIT 1360
FILA 1361 X X
FILA 1362 X
BUFFER 1365 X X X




INIT 1365
FILA 1366 X X X
FILA 1375 X X X
FILA 1376 X X
PVAL 1383
FILA 1385 X X X
FORMAT 1386 X
FILA 1396 X X
FILA 1405 X X X
FILA 1406 X X
RET 1425
LEAST 1426
FORMAT 1428 X
LEAST 1434 X X X
RET 1440
FORMAT 1441 X
LEAST 1444 X X X
PVAL 1447
FORMAT 1449 X
LEAST 1450 X X X
LEAST 1456 X X X
LEAST 1462 X X X
PVAL 1465
LEAST 1468 X X X
LEAST 1472 X X X
LEAST 1478 X X X
PVAL 1488
LEAST 1490 X
LEAST 1492 X X X
PVAL 1498
LEAST 1501 X
LEAST 1503 X X X
PVAL 1509
LEAST 1514 X
LEAST 1516 X X X
RANDOM 1537 X




FORMAT 1538 X
INIT 1540
RANDOM 1540 X
RANDOM 1541 X
FORMAT 1542 X
INIT 1544
RANDOM 1544
RANDOM 1545 X
FORMAT 1546 X
RANDOM 1548
RANDOM 1549 X
FORMAT 1550 X
PVAL 1556
FORMAT 1559 X
FORMAT 1560 X
FORMAT 1561 X
FORMAT 1562 X
FORMAT 1563 X
FORMAT 1566 X
FORMAT 1567 X
FORMAT 1568 X
FORMAT 1569 X
FORMAT 1572 X
FORMAT 1573 X
FORMAT 1574 X
FORMAT 1575 X
FORMAT 1576 X
FORMAT 1577 X
FORMAT 1578 X
FORMAT 1579 X
FORMAT 1580 X
FORMAT 1581 X
FORMAT 1582 X
FORMAT 1583 X
FORMAT 1584 X
FORMAT 1585 X




FORMAT 1586 X
FORMAT 1587 X
FORMAT 1588 X
FORMAT 1589 X
FORMAT 1590 X
FORMAT 1591 X
FORMAT 1592 X
FORMAT 1593 X
FORMAT 1594 X
FORMAT 1595 X
FORMAT 1596 X
FORMAT 1597 X
FORMAT 1598 X
FORMAT 1599 X
FORMAT 1600 X
FORMAT 1601 X
FORMAT 1603 X
FORMAT 1604 X
FORMAT 1605 X
FORMAT 1607 X
FORMAT 1608 X
FORMAT 1609 X
FORMAT 1612 X
FORMAT 1613 X
FORMAT 1614 X
FORMAT 1617 X
FORMAT 1618 X
FORMAT 1619 X
FORMAT 1620 X
FORMAT 1621 X
FORMAT 1622 X
FORMAT 1623 X
FORMAT 1624 X
FORMAT 1625 X
FORMAT 1626 X
FORMAT 1627 X




FORMAT 1630 X
FORMAT 1631 X
FORMAT 1632 X
FORMAT 1633 X
FORMAT 1636 X
FORMAT 1637 X
FORMAT 1638 X
FORMAT 1639 X
FORMAT 1640 X
FORMAT 1641 X
FORMAT 1642 X
FORMAT 1643 X
FORMAT 1644 X
FORMAT 1645 X
FORMAT 1646 X
FORMAT 1647 X
FORMAT 1648 X
FORMAT 1649 X
FORMAT 1650 X
FORMAT 1651 X
FORMAT 1654 X
FORMAT 1655 X
FORMAT 1656 X
FORMAT 1657 X
FORMAT 1658 X
FORMAT 1659 X
FORMAT 1660 X
FORMAT 1661 X
FORMAT 1664 X




